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DoD Transformation — the “Net-Centricity” Vision
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“The two truly transforming things might be in
information technology and information
operating and networ mlg...cqnnectin
things in ways that they function totally
differently than they had previously.

“And if that's possible...then f:u::ssilzulv_n;«r the
single most transforming thing in our
Force will not be a weapon system, but a
set of interconnections and a substantially
enhanced capability because of that
awareness.”

Secretary of Defense Donald Rumsfeld,
9 August 2001

Key Transformational Concept: Global information Grid (GIG)
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The DoD Global Information Grid (GIG)

An organizing and transforming construct for managing
information technology in the Department of Defense.

Essential to achieving the Department’s transformation to a
net-centric organization.

The basis for information technology policy, governance,
capital planning, funding strategies, and capabilities
development.

A system of information technology capabilities, systems,
processes, services, facilities, and personnel — the
implementation component of the GIG.

Exists today and is described in a baseline {current)
architecture.
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Topics
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« VWhat Is:
— Net-Centricity?
— GIG Governance?
— EIEMA Goals, Vision and Relationship?
— Net-Centric Data Strategy?
— NCES Program?

+ How will the Department move to Net-
Centricity?




Met-Centricity .
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Definitions

" Network Centric Warfare: Warfighting that employs the
benefits of dramatically enhanced quality and timeliness of
information as well as fully transparent interoperability of both
systems and organizations. It is enabled by Net-Centricity.

Net-Centricity (noun): A robust, globally interconnected,
network environment (including infrastructure, systems,
processes, people) in which data is shared timely and
seamlessly among users, applications and platforms. Net-
Centricity enables substantially improved military situational
awareness and significantly shortened decision making
cycles.

Net-Centric (adjective): Relating to or representing the
<my, attributes of Net-Centricity
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Met-Centricity .

Net-Centric Attributes

E Internet Protocol version 6 {IPv6) — IP, not point-to-point

« Security — |A enabled and encrypted comms

« Dynamic allocation of access —trusted access to net
resources

Only handle information once — data posted by
authoritative sources and visible

Post in parallel — data posted as it is created
Smart pull — applications encourage data discovery
Data centric — data separate from applications
Application diversity — applications posted for use

Quality of service — data timeliness, accuracy,
completeness, ease of use

Net-Centric checklist can be found at http:/Amww.dod.mil/nii/doc/
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=G Governance. ..

Governance of GIG Capabilities

+ Net-centricity demands a new approach to data management and IT
systems engineering and requires appropriate governance

— Leverage Dol decision processes (acquisition, requirements, and planning
& budgeting)

+ Service-oriented environment requires management of interoperable
architectures and capability portfolios:

— Strategic Planning Guidance FY 2006-2011, March 2004

Directs efforts to improve information sharing capabilities to comply with the het-
Centric Data Strateqy

Directs Components to support organizing concepts of Mission Areas and to
resource/enable Communities of Interest (COI1s)

— DepSecDef memo on [T Fortfolio Management, March 2004

« Establishes policy that information technology investments be managed as
portfolios

Directs a governance framework to manage DoD 1T {including N35) investments
as portfolios by Mission Area Leads

Identifies responsibilities activities far the management of the portfolios
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DoD Portfolios
and Related National Intelligence Portfolios

USD(I) leads
USD{C)/CFO coordination wy
: leads 7
Business Warfighting I‘:ﬁg
Mission Area Mission Are
Guvernance G Mission Area
overnance
Governance
; g T . .
e g E E T m o : : : :
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Computin Gale L
Communications Infrasitr"uctugre Enterprise
iai Dormain Services
Darnain Governance
National Intelligence
Enterprise
{3overnance Information
Enterprise Information Environment E“‘"'?ﬂ';";fg
Mission Area USDil) with CIO
AED[N"]."IGIG leads coordination
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EIEMA VISION and Goals
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VISION

+ Support the Warfighter, DoD portion of National Intelligence, and
Business Mission Areas by providing a common Enterprise Information
Environment (EIE) foundation for network-centric operations

GOALS
+ Achieve a ubiquitous, secure and robust global DoD network
+ Eliminate bandwidth and computing capability limitations

+ Deploy collaborative capabilities and other enterprise-wide
performance support services

« Secure and assure the network and the information

+ Achieve an appropriate end-to-end Quality of Service (QoS) to support
DoD mission capabilities

fderved frorm a subset of Dol) CiQ goals)




EIEMA ...
Criteria for Scoping EIEMA
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EIEMA porifolio includes the common communications, computing and
core enterprise services that are pan of the GIG, support the Warfighter,
DoD portion of National Intelligence, and Business Mission Areas, and
have the following characteristics:

a. Meets the stated vision and goals for the EIE Mission Area

b. Consists of owned or leased communications or computing systems
and services (DoDD 5100.1)

c. Provides communications, computing and core enterprise services
common to more than one mission area (EIEMA tiger team proposed
criteria)

d. Best-value if provided at the enterprise level and is consistent with
national military strategy and operational requirements (derived from
DoDD 5100.1)

e. Comprises part of the critical information infrastructure supporing
the operation of the Department (GAo/aimMD-101.23)

Abowe criteria are necessary, but not sufficient, for deciding to include or exclude any prograrm,
project or system in the EIEMA

— Portfolio definition must be accomplished by a methodical process imvolving all Mission Area
leads based on recammendations fram Domain owners & Services

10



EIEMA .
Felationship between EIEMA and Other MAS

. o er ] Warfighting MA
Business MA il EIE Mission Area A [Lead - CUCS)
[Lead - USO[C]) Efiag {Lead - DoD CIO; and Domains
dD i AR \ I
angmomams advised by CIO EB) =27 DoD portion of
T Natiohal Intel
[Lead - USD{I]

Relative to other Mission Areas, EIEMA lead is responsible to:

a. Coordinate with other Mission Areas to determine which MA is responsible for necessary
information capabilities and services

k. Ensure that information capability needs that are identified to EIEMA by other MAs get
assigned to an EIEMA domain

c. Work with other MAs to ensure necessary EIEMA capabilities are addressed within an EIE
domain

d. Ensure EIEMA decisions are based on systems engineering analyses that optimize the
enterprise capabilities in support of other mission area needs

e. Assess quality of service and effectiveness of EIEMA capabilities in supporting other
Mission Areas

f. Share best practices
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The Net-Centric Data Strategy. .

Data Strategy Overview

+ The Net-Centric Data Strategy (signed May 9, 2003) sets the vision
for the Department’s data transformation:

v Ensuring data are visible, accessible, and understandable
when needed and where needed to accelerate decision
making

v “Tagging” of all data (intelligence, non-intelligence, raw, and
processed) with metadata to enable discovery by known and
unanticipated users in the Enterprise

v Posting of all data to shared spaces for users to access
except when limited by security, policy, or regulations

v Qrganizing around Communities of Interest (COIs) that are
supported by Domains within the Warfighter, Business, and
Intelligence Mission Areas.

The Strateqy describes key goals to achieving net-centric data
management...

Data Strategy can be found at http:/Avww.dod.mil/niifdoc/

2



The Net-Centric Data Strategy. .

Barriers to |dentifying, Accessing and

Understanding Data
Defining The Data Problem
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End-User Producer

End-User Consumer
"“What data exists?"
"How do | access the data?"

"Haowe do | knowe this data is
what | need?"

"Howe can | tell someone
what data | need?"

V' "How do | share my data
wyith others ™"

"Haowy do | describe my
data so athers can
understand it?"

BARRIER

@m:-u 3 g

mt & I l
Llseris LIser knows this data exists UIser knows data exists and can
unaware this hut cannot access it access it but may not

data exists ! hecause of know hiow to make

use of it due to

arganizational
lack of under-

andfor

W technical barriers standing of
| what data represents
Organization “A" Organization “B" Organization “C"

13
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The Net-Centric Data Strategy. .

Key Goals and the Importance of Metadata

Key Goals:

Make Data Visible

Make Data
Accessible

Make Data
Understandable

Enable Data to be
Trusted

Make Data
Interoperable

Key Actions:

v Make Data Assets Available to the
Enterprise:

— Use metadata to describe and
advertise data assets

— Create searchable metadata catalogs
and organize by published
taxonomies

— Make Data Assets available through
convenient access to ‘shared space’

v Make System Data and Capabilities
Available to the Enterprise:

— Define and register the format and
semantics of data assets

— Provide and use ‘enterprise services’
to make system data and business
logic available to GIG users

14



The Net-Centric Data Strategy. ..
Enabling the Unanticipated User

Focus of Existing Data Administration Peolicy is Pre-defined Point-te-Point Interfaces

O12f1IN
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Data exchanged across

engineered, well-defined interfat:eb— p———

Register | T P Known User
Structural | ~ B of System A Data

Provide Discovery Met

DDMS Compliant “Metacards™

————— Data Producer Unanticipated User
Data Consumer of System A Data

13
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The Net-Centric Data Strategy. ..

DoD Discovery Metadata Specification (DDMS)

Provides a consistent way to describe and search for data assets (e.g. documents,
images, enterprise services, people, metadata, etc)

Security Layer
+

Resource Description Layer

e

Format Description Layer

e

Content Description Layers

-

COl/Domain Defined Layers
ODOMS BEdensions

Security markings layer.

Fesource maintenance and
administration metadata (e.q., date
created, authar, publisher, title etc).
Largely derived from Dublin Core.

Format-specific metadata (e.g.,
picture size, database record count,
multimedia stream duration, file size,
etc.)

Rich content descriptive metadata
structure. Structured approach to
provide rokbust method for discovery.

Comimunity of Interest defined
metadata extensions. Must be
registered with DoD Metadata
Renistry for integration with
Enterprise-wide capahbilities.

16
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The Net-Centric Data Strategy. .

Net-Centric Data CONOPS

Consumer
Automated search of sources

uzing discovens metadata. Pull

data of interast. Using
registerad format, definitions,
and core services, translate
into needed struchure.

FProducer

Streaming video awvailable.
"Tagged” with discowveny
metadata; video awailable in
“shared space” via data
aocess senrice, hetadata
added to catalog.

Consumers of daa seanch
catalogs to discovery what data
aszets ar=Wisihle

Data & accessed from
shared storage space

Consumer Understands
what the daa is because its
contest and structure are
dezcrbed

Data &= rusted becauze
consumer can read metadaa
and dizcem cragor,
authortative source, pedigres

Security Serdces

A

T T ———

Metadsts | e

Shared Data

Catalegs |+ Space 5
Ertarprise & | [
Community
Servicesgee - F Spoplication Services

! Metadata

Registries

(e.g.Web] S
‘ |

G-
> 4

L‘"f-/ o %

Producers of daa make
their data visible ty
adwetizing their data in
catalogs

Producers ensure daa i
accessible by posting

data to 3 secure, shared
storage space

Glohal
Information
Grid {GIG)

r _,r'

The structure and semantics of
data assets are provided by
dewvelopers increaszing the
ability to planfor
interoperahility with
other efforts

Denrelopar

that post, process,

k_ information.

Understands the data
format to build application=

exchange, and display

197



The Net-Centric Data Strategy. .

Codifying the Strategy & Providing Guidance
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Implementation Guidance

Guidance Memoranda & Specification(s)

Background & Yision Policy

v

Data Wanagement
Congressional
Report
Outlined data approach

for mowing to Net-
Certric Ermironrnernt

r-.:}L Reglﬂmﬂﬁn‘

[#pr “3?!

wﬂt:l a‘a“ﬁ”ctar’ﬁﬁcahuh v

[M=r 03]
= : Zis Fiecmtfﬂrner@m
by S/30ME [Apr '03)
Net-Centric /
Data State i
Net-Certric «.ris?.:-lr-., &V‘ilb‘“ﬁf—&ﬁ‘-‘ﬂ@ sing Data
gosls, and spprozches W"‘ﬂm mﬁ_ﬁfﬁﬂfkﬂaﬁﬁh
for data [Oet '03)
[May '03]

A — -

vdeI'lD‘tEE completed

1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
:
1
,tégl‘s:hér‘ HML retadats !
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1

Other related guidance and direction:
G5 Core Erterprize Services [CES] Implermentation Memo [Now 03
Strateqic Planning Guidance FY 2006-2011, [Manzh '04]
IT Portfolio Management Memo [(Mar 04
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The Net-Centric Data Strategy. ..

Who Does What

Mission Area Lead

Component Leadership

aglers, System Owners and Data Producers

19



The Net-Centric Data Strategy. ..

What Policy and Guidance Exists
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Mission Area Lead

OVEFRan Ca

= Define Domains [ review Doma
= |dentify Domain owners

= Mission Area architecture and capabil
= Cross Mission Area and entemrise

+" |T Portfolio Management
Puolicy

4 " IT Portfolio Management
% Instruction {Planned)

+ Domain Owner

Domain Owner Implementation Manual

v DoD Discovery Metadata (planned)
Specification Hortfolio Management |

¥ GIG Architecture, Net-Centric  |Business Systerns Compliance Plan and Schedl . gpg Language
EEFJ?;:E:I:;EH:SSETM”HE Lrchitecture and Capability Planning = Hiot Dats Ditactive

b Information Sharing Among Domains draft

~ PM Data Strateqy Infarmatien shatng Among o ot Y
Implementation Manual Component Leadershf v Misibility Memos
{planned)

" Net-Centric Attributes Check-  ing within their compaonent domain and across the Dol Enterprize
list oy approaches in training, acquisition and policy

o

Program Manhagers, System Owners and Data Producers

» Tag data with discovery metadata and make available to "Shared Space”
» Create searchable catalogs of data assets

* Register metadata i p~EG Core Enterprise Services

b (offer GESs)

* Plan and budget for SR :
v Mission Area, Domain, and COl
Services




The NCES Program. ..

Global Information Grid
Net-Centric Detail

Enables rapid exploitation of diverse data sources by
GIG users in a manner that can be customized to

Appllcatmns
and Data

Net-Centric
Enterprise
Services

GIG IP-based - *

Transport -

Fiﬂ,gx

-

- Enterprise Systems Managemem ..Messaglng - Discovery - Mediation
“-User nssist IMSE[:I,JTH;E Eturage Senvices Applicatiun Collaboration

meet specific mission demands

g Core Enterprlse Serwces + APls

a Transformat om munlcatlon'i S'y’s 2 m TCS)
- —-JnrﬂfT ictical Radio System+(J° = —?'-,’f-
“Global lnform atlon Grld —E and'-.m'ldth Eibans n

I1AISecurity
Enterprise Service Management

Horizontal Fusion Portfolio Implementation



The NCES Program. ..
Net-Centric Enterprise Services (NCES)

=
=
0
o

Len-1eN v

+ NCES FY04 new start program — MS A May 04:

— Establishes a service-oriented architecture (SOA) and enterprise-wide
capabilities to enable goals of the data strategy and net-centricity

— Frovides a set of core computing capabilities from which other Enterprise
capabilities can integrate andfor extend:

Mission Areas, Business Mission Area Warfighting Mission Area

Domains, and COls e
provide non-core Business Services & Warfighting Services
Capakilities Capabilities

enterprise services &
capabhilities

{leveraging NCES
CESs where possible)

CES Domain within the Enterprise Information Environment Mission Area

NCES Program
provides core
computing

services for use —=.< :

by all GIG users Collahoratio

LA/ S e cumiy
ESM

22



The NCES Program. ..
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NCES Objectives
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« Deliver capabilities-based service infrastructure for
ubiquitous access to timely, secure, decision quality
information by edge users

« Enable information providers to post any information they
hold

« Enable edge users to:

- rapidly and precisely discover and pull information
resources

- dynamically form collaborative groups for problem solving

« Provide security for, and coordinated management of,
netted information resources

« Data interoperability versus application interoperability

23



The NCES Program. ..
DRAFT NCES Fielding Schedule
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* +Increment 1- FY05-07
- Host at DISA computing centers (NIPRNET, SIPRNET,

and GIG-BE (IPV6))
- Supports GIG users with “always-on”™ connectivity

*Increment 2 — FY07-09
- Extend to tactical users by hosting on tactical networks
(e.g. WIN-T, maritime platforms)
- Supports tactical GIG users with intermittent
connectivity

«lncrement 3 — FY09-11
- Additional capabilities and functionality

- Scale to DoD Enterprise

aog auen-1eN v
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The NCES Program. ..
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Service Producer

Oata and applications
awvailable foruse , accessible
wig services, Metadata added
to services based on
producer's format.

= Deszscribes content using metadata
= Pos=sts metadata in catalogs for discowery

= Esposes data and applications as services

Service Oriented Architecture

invoKe

(Bind)

Service Consumer

Automated search of data services
u=ing metadata. Pulls data of
interest. Based on producer

registerad format and definitions,
translates into needed structure .

services
= Analyzes metadata search results found
= Pulls selected data based on metadata
understanding

Serwice Enabled Infrastructure

Publis h
{Post)

Securiy
Services

Meszs=zaging
Services

Discover

(Find)

Monitaring
Services

Service
Registrie =

Transformation
Services

Data
Services

25



The NCES Program. ..

Why SOA and Web Services?
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+ Better reuse of software components
+ Enables rapid service assembly
II + Better return on investment

+ Platform and language independent
+ Leverage existing IT investments

Discowarable

Highly
Interoperable

« Agility

« Location transparency

« High availability

+ Emphasis on business logic and
less on plumbing

Loosely Coupled and Decentralized

26



The NCES Program. ..
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5 Example of Enterprise Discovery
=l Enabled by NCES Capabilities
=2 M e ety e Ly S e . e e e i e |
-
& : Core Enterprise Services (CES)
o U —
Receive Metadata Resulk l
Links I
I
I Enterprise
I Search Portal
Standards, specification, and
APIs defined/published by ik
R e R | % z
I £ I NEES Eragram | Enterprise Search Engine
: B : -Federated Search
;| @ = I -Results Aggregator
I E O [ .Qaching
& 2 :
| o
1 oB I
2]
[ = g I
I Om I
I E | | L -
I I Storage Messaging
__________ = oW
Compohents/Programs R r——————
budget for and provides NCES Program budgets for

and provides
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Core Enterprise Services Implementation Memo
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plans for Global Information Grid Enterprise Services
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Title

Irtermet Protocol [1P] | Data packets routed across

Secure and
=vailable
commJnications

anly handle
information once
[CHIO]

Fost in parallel

Srnart pull [vics
=rart push )

D=ata cantric

Application diversity

A=aired Sharng

Cluality of service

Net-Centric Attributes

hetric

IP asthe Convergence Layer
Met-Centric Operations and W arfare Reference
flodel (MC O R k), Technical Wiew compliant with
Joint Technical Architecture (JTA)
Encrypted initially for core Black Transport Layer
nebruot; goal is edgeto-edge  Trarsformational Commuonicatiore Architecture
encryption and b ardened [TCA) compliance; Technical Visw compliant with
agairst denial of =enice JTA

Description

nebroode, not switched via
dedicated circuits

Data posted by authoorit ative
sources and vigible, awailable,
usable to accelerate decizion
maing

Business process onners
make their data auailable an
the net a2 soonas itk
cregted

Applications encourage
disc:oweny; w= ers can pull data
directhy from the net or use
walue added disc oweny
Senies

[rata separate from
applications; apps tak to
each other by posting data

Reu= of existing data repostories

Dat= tagged and poded before processing
MC O B, Tec hnic al Wisn compliant with JTA

D=tz dored in public space and  adwerti==d
[tagged | for discowery
MC O B, Tec hnic al Wisrn compliant with JTA

Metadatas registered in DoD Metadats Registny
MC W B, Tec hnic al Wiews compliant with JTA

Lk ers can pull multiple apps
to access = ame data or
choose zame app(e.g., for
coll aboration)

Trusted acces=ibility to net
resources (data, senices,
apps, people, collaborative
ervironmert, etc)

Appsposted to net and tagged for discowery
MC O B, Tec:hnical Wisw compliant with JTA

Accassasaared for authorized users;
denied for unauthorized u=ers

Data timeliness, accuracy,
completeness, integrity, and
axza of s e

Met-rezady key performance parameter

Source

NCOWEM, GIG Arch v, [P
Memos (2 an(5 ard 29 Sep03),
TTA Memo, Hov2d, T3 TTA w50

TCA;
T4 Component of 4smwed GIG
b rehitectore

TTA Memo, Hov2d, T3 TTA w50
Conmmumnity of mterest pobic v (TELD)

HCOWEM, Dol Net-Cembie Drata
S trategy (May 9, 000,
TTA Memo, How2d 103 JTTA w0

HCOWEM, Dol Het-Centic Data
Strategy (May 2, °05);, JTA Meno
MNow 5, °0G JTA w00

NCOWEM: Dol N et-Centic Data
Strategy (9 Blaw 05, ITA Mame,
Hor 24 “03 TTA w5 .0

HCOW EM; ITi Memo, Nov 24, 103
T4 v&.0

Secuntr Tl policy Mow 21, "05),
T4 Compoment of 4smwed GIG
Architectore, TTA Memo, Hor 24,
‘05 JT4 w0

Service bvel ageements (TED,
TTA Memo, How2d 03 TTA w0




Core Enterprise Services Delivered by NCES

IA/Security IA Security

ESM ESM

IA/Security LA/ Security
ESM ESM

Application - The set of services necessary to provision,
ozt operate and manage the GIG ES assured
computing environment.

Lser Assistant - Automated capahilities that learn and
apply user preferences and patterns to assist users to
efficiently and effectively utilize GG resources in the
perfarmance oftasks.

Storage - The set of semices necessary to provide on
emand posting, storage and retrieval of data.

Messaging - Provides services to support synchronous
and asynchronous information exchanoe.

Collaboration - services that alloves users to work together
and joinily use selected capahbilities on the network
ii.e., chat, online meetings, wark group software etc.)

IASecurity - The set of services that provide a layer
of Defense in Depth to enable the protection,
defense, integrity, and continuity of the
information environment and the information it
stores, processes, maintains, uses, shares,
disseminates, disposes, dlspiays, or transmits.

IA/Security
ESM

IA Security
ESM

IA/Security
ESM [A/Securdty

Discovery - services that enable the formulation

anil execution of search activities to locate
tata assets (e.q., files, databases, services,
directories, weh pages, streams) by exploiting
metadata [fesc:riptiuns stored in and or
generated by 1T repositories (e.q., directories,
registries, catalogs, repositories, other shared
storage).

Mediation - services that enable transformation

processing (translation, aggregation,
integration), situational awareness support
(correlation and fusion), negotiation
(hrokering, trading, and auctioning services)
and puhlis’hin .

ESM - services that enahble the life cycle

management of the information environment
and supports the performance of the HetOps
activities necessary to operationally manage
information flows in the information
emvironment.

** Candidate Enterprise Senices provided for use

by F¥04 Horizontal Fusion initiatives















